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Project Overview 

•  It’s a national security imperative in a global economy that 
we have confidence in the supply chains of integrated 
systems and the integrity of the people, processes and 
technology that comprise them. 

•  The Supply Chain Management Center of the Robert H. 
Smith School of Business, University of Maryland College 
Park  is undertaking collaborative research with SAIC to 
develop a supply chain assurance reference model for 
cyber infrastructure. 
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Project Milestones 
•  Phase 1:   Literature Review and Interview Guide  Development  

(October  –November  08). 
•  Phase 2:  Conduct interviews with  25-30  thought leaders in the 

systems engineering, network management , software/
hardware development,  human factors and supply chain risk 
management areas  (November 2008–February, 2009). 

•  Phase 3:  Compile interview results, analyze findings, and 
prepare a Prototype Cyber- Supply Chain Assurance Reference 
Model for presentation to a focus group convened by SAIC of 
30-45 government  and industry executives  (March, 2009). 

•  Phase 4: Results of this feedback will be incorporated into a 
final research report (April, 2009). 
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Project Rationale: 
The current threat landscape requires  a convergence between “Defense In Depth” & “Defense In Breadth”. 

In the digital age, sovereignty is demarcated not by territorial frontiers but by supply 
chains. – Dan Geer, CISO In-Q-Tel 

Amateurs study cryptography; professionals study economics. -Allan Schiffman 
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Project Rationale  (1): 
The current threat landscape requires  a convergence between “Defense In Depth” & “Defense In Breadth”. 
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Project Rationale (2) : 
The current threat landscape requires  a convergence between “Defense In Depth” & “Defense In Breadth”. 
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Study Participant Demographics 
30 Participants Interviewed 
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Cyber Supply Chain Actors 

• Responsibili*es:  
prepare concepts of opera.on (Con Ops) and who 
determine Quality of Service (QOS) and Supplier 
Performance Monitoring Standards. 

• Responsibili*es:  
seek to embed federal acquisi.on 
regula.on (FAR) changes into procurement 
contrac.ng in pursuit of greater supply 
chain assurance.  

• Responsibili*es:  
who act as Tier I coordinators of cross‐
vendor products and services and who seek 
common criteria for evalua.on of Tier II 
suppliers and more secure cross‐vendor 
transac.on/communica.on plaLorms.  

• Responsibili*es:  
manage soMware pedigree, code integrity, 
and kernel evalua.on assurance levels and 
try to carefully screen human or viral 
threats to their processes. 

• Responsibili*es:  
must maintain the highest trust levels in the system, 
who must have clear paths for direc.ng demand 
signals to the supplier base and who expect a highly 
responsive supply chain feedback loop.  

• Responsibili*es:  
must manage Tier II suppliers, assure 
produc.on quality and guard against 
counterfeits entering the system. 

• Responsibili*es:  
must manage Tier II suppliers, assure 
produc.on quality and guard against 
counterfeits entering the system. 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SDLC/Supply Chain Interdependencies 
Synergies within the SDLC & Supply Chain propagate vulnerability compounding impact to the enterprise 
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Early Research Insights 
•  A fundamental discovery in this project was that global cyber supply chains 

today are as fragmented and stove piped today as global physical supply chains 
were a decade and a half ago.    

–  The RH Smith Supply Chain Management Center studied hundreds of companies in the early 1990s 
that were undertaking global supply chain transformation and see a profound similarity between the  
struggles of cyber-supply chain managers today and the struggles of those earlier supply chain  
managers  to gain visibility over operations  and to establish more  collaborative & robust business 
ecosystems  with customers, distributors and suppliers on a worldwide basis.  

–  Supply chain managers needed to create a process map and set of activity definitions to capture the 
operational complexity they faced and begin to create effective management understandings and 
responses. A consensus emerged around the Supply Chain Operations Reference (SCOR)  Model 
developed by the Supply Chain Council, a membership group of over 800 companies, which now is 
the widely accepted industry standard. 

•  Lack of visibility and coherence across the cyber supply chain 
•  Need for structured incentives and relationship drivers which facilitate 

management of shared risk 
•  Lack of communication between the cyber and physical supply chain domains is 

constraining advancement 
•  The concept of “apply to” and “apply through” is key to understanding the 

interdependencies between SDLCs across the supply chain which drive the 
need for an evolutionary approach to shared risk management. 
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